The Risk Management
Primer: Getting Started

Tim Lozier, EtQ, Inc.

p STy,

>

SGS

CONFIDENTIAL: This document contains information that is confidential and proprietary to EtQ, Inc. Disclosure, copying, 15027001 |S0 8001 :.EHIZIIII-E
distribution or use without the express permission of EtQ is prohibited. Copyright © 2015 EtQ, Inc. All rights reserved. Certified Cetified




EtQ Reliance

Quality and Compliance Management Solution

Gain Visibility and Control over Compliance.

e Configurable workflow-based business
process automation tool

e Web-based workflow ensures consistent
processes

e Enterprise Reporting and Analytics

e (Quantitative Operational Risk Management
methodology and tools

Learn more at:

www.etg.com
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Agenda
e Understanding Operational Risk Management

 How Risk Management processes drive new ways of looking at
compliance in operations

e |SO 9000:2015 and Risk Management

e Common tools for leveraging risk in compliance
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Increasing Rate of Change
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There is an Increasing Rate of Change

 We are more complex
e Global Scale of Production, Design, Sourcing
* More Mergers, Acquisitions
e Growing Supply-Chain

e There is more competition
e Competition leads to shorter product lifecycles
* Increases in product complexity
* More variety of goods in more areas

e Companies need to maintain
compliance AND keep up with the
pace of business!
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Time to shift our mindset?

e How compliance keeps up with change
e Automation of compliance processes
* Integration with business systems
e Harmonization of compliance processes

e Cost of compliance is skyrocketing
e Cost of systems, people and time
e Cost of holding back operations
e Cost of holding back inventory

e Quality and Compliance need to expand!
e We must think beyond Quality silo w
-

©

e From audit results to risk assessments

* Risk is a more efficient measure of
compliance
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Risk Management Primer: Hazard vs Risk

 The terms "hazard" and "risk" are often used
interchangeably. However, in terms of risk
assessment, these are two very distinct terms.

HAZARD & RISK
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Risk Management Primer: Hazard

e 1.Insurance: Condition or situation that creates or
increases chance of loss in an insured risk, separated
into two kinds (1) Physical hazard: physical environment
which could increase or decrease the probability or
severity of a loss. It can be managed through risk-
improvement, insurance policy terms, and premium
rates. (2) Moral hazard: attitude and ethical conduct of
the insured. It cannot be managed but can be avoided
by declining to insure the risk.

o 2.Workplace safety: Dangerous event or situation that
may lead to an emergency or disaster. It could also be a
biological, chemical, or physical agent in (or a property
o? an environment that may have an adverse health
effect, or may cause injury or loss. As such, a hazard is a
potential and not an actual possibility.

Read more:
http://www.businessdictionary.com/definition/hazard.html#ixzz3miUj2jq1l
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Risk Management Primer: Risk

 Risk is defined as the probability that exposure to a
hazard will lead to a negative consequence, or
more simply:

Probability of

Risk = Hazard x Exposure

* Thus, a hazard poses no risk if there is no exposure
to that hazard.
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Risk Management Primer: Hazard vs Risk

Consider the following example from David Okrent's 1980 article, "Comment on Societal Risk":

300 in a ship

Three hundred people crossing the

3ina boat Atlantic in an ocean liner face the
Three people crossing the same hazard of drowning
Atlantic in a rowboat face a T B
hazard of drowning... Il B
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Risk Management Primer: Hazard vs Risk

Consider the following example from David Okrent's 1980 article, "Comment on Societal Risk":

The risk to each individual per crossing is given by the probability of the
occurrence of an accident in which he or she drowns

RISK = probability of accident occurring x hazard

High Probability = equipment, Low Probability = equipment, #
# of people, environment of people, environment
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Risk Management Primer: Hazard vs Risk

Consider the following example from David Okrent's 1980 article, "Comment on Societal Risk":

The hazard [drowning] is the same for each individual, but the risk [probability
of drowning] is greater for the individuals in the rowboat than in the ocean liner

Hazard = Hazard
Probability > Probability mm mm mm

MORE RISK LESS RISK
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Risk Management Primer - the Process

e Risk Management is a broad standard (ISO 31000)

. Identify all relevant risks (e.g., hazard
analysis)

Quantify the risk (e.g., probability and
severity)

Implement a process
Use objective and proven tools

Accept (worth it), reduce (mitigate),
compensate (insure), transfer (partner),
avoid (stop)

Change management to introduce or

Implemented solution improve controls

r
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Risk Management Primer: Areas of Coverage

Enterprise Risk Management

Quality
Regulatory

Safety

Financial

Environmental Commercial

r
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Risk Management Primer: Rationale for Risk

Easy to
understand for

the uninitiated
Repeatable Drives short

and objective term and long
term change

Beware a false
sense of
security

evaluate risk in Management
an operational is the Core
context Methodology
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ISO 9000:2015....it's not just requirements,
It's a company mindshare of Quality.

There should be a company-wide commitment/leadership around Quality
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1ISO 9000:2015 view on risk

Section 5: Leadership
Provide leadership by encouraging a
focus on quality

Promote the use of risk-based thinking.

Section 6: Planning
Consider risks and opportunities when
you plan your QMS
Plan how you’re going to manage risks
and opportunities

DISCLAIMER: The ISO view on risk is SIMPLY STATED. “Use Risk-based thinking” to manage and
plan.... But what does that really mean? Broad, and simple — lots of interpretation!

r
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Planning your QMS with risk in mind

|dentify Evaluate
e B e R

 |dentify risks and opportunities to influence QMS
performance

 Determine how you’re going to measure those risks
 Build risk treatment options
* Define actions to address these risks
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Planning your QMS with risk mind

|dentify
Risks . .

e How to start Identifying risks?
e Survey your operations
e Audit, Survey, collect, analyze

Operational Financial Environmental Manufacturing
o Severity ® Severity o Severity o Severity
Frequency Frequency Frequency Frequency
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Planning your QMS with risk in mind

AVZIELE .

Risks

e Evaluate How to handle the risk

e Risk Assessment

e Should be repeatable, objective
e Should be backed by REAL-WORLD DATA

* Quantitative means to build a risk assessment

Risk Level ‘
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Planning your QMS with risk in mind

» »

»

e \We know the risk....now do we handle it?

Risk Level ‘ ~

Acceptance: “Worth it”
Reduction: “Mitigation”
Compensation: “Insurance”
Transference: “Move it”
Avoidance: “Stop it”
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Planning your QMS with risk in mind

» » »

e Take Action: Create Visibility and Control the Risk

’ v
x) Corrective/Preventive Action

Risk Level —

Controls/Action Plans

E—'_a Reporting/Trending
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Planning your QMS with risk in mind

|dentify Evaluate Treatment
Risks Risks of Risks

DOCUMENT YOUR ACTIVITIES

Document
How? your Document the
Audit Findings Evaluation: treatment, the
Survey Results Control your overall
Report on methods, decision
Findings tools, factors
processes

Link
Assessments
to Actions
taken,
improvements
made

Document the process in order to have traceability.
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Planning your QMS with risk in mind

|dentify Evaluate Treatment
Risks Risks of Risks

Proactive Continuous Improvement

Potential but
not realized How can we Where can we Change
Hazards: determine the measure Management,
Survey impact of impact and Process
improvement potential determine Improvements
areas events? improvement? , Etc.

It’s not all for just the Risks! Identify Opportunities too!
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Common Tools for Risk Management Treatment (asample)

e Decision Tree
e Risk Matrix
e Failure Modes and

Effects Analysis (FMEA)
m * Bowtie
e Risk Register
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Decision Tree Analysis

Easy to integrate with everyday processes

No Did the employee experience
an injury or iliness?

Yes

"

No Is the injury or
| iliness work-related?

W Yes
Y .
. No Updnted the previously
Is the injury or -
-
Yes

Y

Does the injury or illness
meet the general recording Yes
criteria or the application
to specific cases?

Do not record the |
injury or illness |

r
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Decision Tree Example

» When to report to the FDA

Medical device manufacturer

Reporting decision embedded in complaint handling
process

Filled out by analysts for every potential adverse event

Drives decision to report (Yes/No) and acceptable delay
(when?)

» Prioritize internal notification

Global Utilities company

Automated determination of who needs to be notified of
incidents based on risk level

Immediate initial risk assessment determines risk level

Risk level determines email distribution list, including SMS
(text) alerts for highest level

Follow up risk assessment performed after investigation is
completed (for long term trend analysis)

Take immediate action on critical issues, and implement
long term improvements on unacceptable trends
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Risk Matrix

Quantifies the risk level using

tested assumptions

Quick, easy, colorful

BEVERITY

PROBABILITY

||I|
H ““

www.etg.com | 1.800.354.4476



Risk Matrix Example

|dentify potential adverse events
 Medical device manufacturer(a different one)
e Customer complaints routed for investigation

e Subject matter experts perform risk assessment
(meeting)

e Risk levels drive decisions for recalls, notifications,
CAPA

e Survey of known and unknown threats
e Services organization
e Periodic survey to all business functions

 Managers re-calculate risk levels for known threats
and suggest new threats

e Prioritization of compiled risk levels drives strategic
risk mitigation initiatives (managed through CAPA
process)
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Failure Modes and Effect Analysis

For design of products and processes

Ep— —— e e Org. Date  (Fage
I:l Subsyst Chrysler Motors Corporation DC-TTa23-XYZ 1188 1of2
|/| com ot | Supplier Code Supplier Part No. Dwg. Rev. |Key Date FMEA No.
I Any Company, Inc. ACHIO1 A-B514 ] 1188 DFMEA-001
Part Mame Design Responsibility Application/Moedel Year
Fiter Brad Anderson Sedan [ 19898
Core Team Prepared By Date
Brad Anderson.Jermy Benware, Lisa Brown,Ken Caracc, Bill Cox,Fred Jordan,Ken Kratz Brad A. Anderson 211188
C p I o 1] Action Reaulte
T e Y e B I B B I PYEY Y I
Function Mode Fallure v|s ";Tﬂ:rllms u Controla e M onig) Completion Date Taken Bl c| e P
s -allure r c w|le| t| M
Filter for Insufficient wax Dieteriorated life of 4 -::_‘_3 Insufficient wax 4 | Suppber cerification | 1| 16 [Mone MiA
assembly with |coverage ower door leading to: thickness specified 21193
Bi44 to firewall |specified surface Unsatisfactory i P 5 setup 2| 8o
appearance due fo specified satup
rust through paint
over time, Impaired
function of interior Five piece setup, 2| 40 |None MiA
door hardware inprocess, end of 21198
mum study
Caorroded imtenion Improper ;ade coating| 6 I:]Enlqapadajr 6 | Test spray pattern at| 5 | 180 (Add team evaluation | Enginesring and Based on test G| 2|5 80
lower door panels prevents wax from startup and after idie using production Assembly reults {Test
entenng comen'edge pericds, and .. spray equipment ions #0088) spray head
access and specified wax 211898 miodified fo ..
[> )| Spray heads 4 |Incomming audit per | 2 | 48
clogged: Viscosity 200-16 certfication,
foo high, SPC Lot/Qir
E"Pempﬁm Laboratory test 3| 72 |Add laboratory ABC Labs Testresultsshow | 8| 3| 3| 54
: re using “worst case” accelerated 2127948 specified ...
wan and application comosion festing
hale size Conducdt DOEon | Engineering DOEshows 25% | B| 2| 2 | 24
wax thickness Assotiates variafion in
21893 specified
thickness is
acceptable
Feeder not 3
propery or
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FMEA Process

Planning Stage Analysis Statge Review Stage

Management
Review

Develop and

Execute FMEA
Strategic Plan
FMEA
ﬂ Develop auiality
Program

o Audit
Develop and Specific
Execute FMEA FMEAs

Resource Plan

Supplier
FMEAs

Implementation Stage

Execute Actions

to Reduce or
Eliminate Risk

to Other
Processes
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Sample FMEA Form

- Design FMEA
Fevision 6.0 211/98 g
|:| System Customer Customer Part Moo Org. Date |Page
I:l Subsystem Chrysler Motors Corporation DC-TT323-XYZ 2188 1of2
|i| Component Supplier Code Supplier Part No. Owg. Rev. |Key Date FMEA No.
PONEN | 4 ny Company, Inc. ACIO01  |A0514 8 21108  |DFMEADO1
Part Hame Design Responsibility Application/Model Year
Fiter Sedan / 1988
Core Team Prepared By Date
Brad Anderson_Jemy Benware Lisa Brown Ken Caracci,Bill Cgefred Jordan Hen Kraiz Brad A Anderson 2111/BE
N\
C Lv] o Action Resulte
Potential
Potantial Pt 51 [ Cumrant 8| R Reaponelbliity
Hem | Caussafs) ! R dad olol|l o
Fallura Enact[al of o a C Deeign t| P & Targat Actions
Funciion Mods Failu v| = H;l?:a:::rr:s u Controla a| M longe) Complation Date Taken : & ﬁ:
] r C
Fiter for Insufficient wax Deterorated life 4 |75 Imsufficient wax 4 | Suppher certification | 1| 16 (N NiA
assembly with | coverage owver door leading to: ~ |thickness specified 2111/88
Bd4 to firewall (specified surface Unsatisfactory Ina -
pRropriate wax 5 set up st till
appearance due o [~ pecifie
rust through paint T — d
ower time, Impaired
function of interice Five piece sebup, 2| 40 (None NiA
door hardware in-process, end of 21193
rum study
Corroded intenior Imiproper cade coating| 6 |:] Entrapped air 8 |Test spray paftern at| 5 | 180 |Add team evaluation | Engineerning and Based on test 2| 5| a0
lower door panels prevents wax from startup and after idie using production Assembly reulis (Test
enterng comer'edge peericds, and ... spray equipment Operations #003%) spray head
ACCESS and specified wax 2118/98 miodified fo ...
[-J|Spray heads 4 |Incomming auditper | 2 | 48
clopged: Viscosity 200-16 certification,
fio high, SPC LotiQer
Lf'mmpumti-;l Laboratory test 3| 72 |Add laboratory ABC Labs Test resulis show BRI
. ure ol wsing “waorst case” accelerated 2127188 specified .
wan and application comosion testing
hole size Conduct DOE on | Enginesring DOE shows 25% NEE
wax thickmness Aszociates variafion in
21emea specified
thickness is
acceptabls
Feeder mot 3
properly or
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FMEA Example

=
[

Demonstrate acceptable quality to
customer
e Global engineering company

e Uses PPAP to coordinate design changes with
parts suppliers

e FMEA submitted by supplier and evaluated
by engineers

e Risk Priority Number (RPN) drives remedial
actions and general acceptability
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Bowtie Model

For low-occurrence events that are catastrophic

Threat Preventive Recovery e
Controls Controls
- : Undesired =
Threat evenie Event s Consequence
Controls Controls
Preventive Recovery
Threat Controls Controls
Frequency Likelihood Likelihood Severity
r
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Bowtie Example

For low-occurrence events that are catastrophic

Seatbelts

Bad Windshield
Weather Wipers
Poor
Headlight
Visibility S Sﬁ

Car Accident

ofihy

Airbags
- Crash Barrels

' Guard Rails
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Vechicle
Damage

Driver Injury

Driver Death




Risk Register

* Monitors risk levels over time
e Library of hazards (typically known for each industry)
e Collects risk assessment data from many processes
* Provides visibility into critical events and data for trend reporting

Risk Register

v
;} PDCA Cycle

r
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Summary

 Complexity and scale breeds the need for change
 Risk is a universal compliance constant

e SO 9000:2015 is about enrolling everyone in Quality

e Risk in ISO 9000:2015 is simply stated, but maps well to
the risk methodology

e Figure out your path to risk, and leverage tools to expand
to a risk-based QMS

 There are tools to help ease this transition!
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Thank you! Questions?

ErQ

www.etg.com
blog.etg.com

516.293.0949

Tim Lozier info@etg.com
Dir. Product Strategy
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